BAHAGIAN A: Huraian Pindaan Dokumen ISO

HURAIAN PINDAAN DOKUMEN ISO UPM

(Diisi oleh Pemohon/Pemilik Proses dan sila abaikan ruangan No. CPD kerana akan dilengkapkan oleh TPKD PP)

Huraian Pindaan Dokumen *

Pemilik Tambahan (T) /
No. CPD - —Semes
Proses Asal Pindaan Remotongan (P)
ISMS iDEC | Nama Dokumen: GARIS PANDUAN PENILAIAN RISIKO ASET Nama Dokumen: GARIS PANDUAN PENILAIAN RISIKO ASET
(IDEC): Kod Dokumen:UPM/ISMS/SOK/GP02/RISK ASSESSMENT Kod Dokumen:UPM/ISMS/SOK/GP02/RISK ASSESSMENT
2/2017 No. Isu:_01_, No. Semakan:_05_, Tarikh Kuatkuasa: 01/07/2016 No. Isu:_01_, No. Semakan:_06_, Tarikh Kuatkuasa: 26/05/2017
9.2 Kebarangkaian dan Impak 9.2 Kebarangkaian dan Impak T/P

Table 1 Table 1
[ ASSETVALUE | ASSETVALUE
PROBABILITY CONFIDENTIALITY (C) PROBABILITY (P)
CONFIDENTIALITY (C) D iy oF Ratog | Desription Probability | Description
Rating Description Points Event Description Points of Event
Confidential, Real High Likely, Almost
problem if disclosed to Cartain,
High (H) exiernal parties, Loss of 3 High (H) Occurance 3
2ge and e Restricted, should not happen, Medium () | Most Likely, robable to Occure, (Eg:
Restricted, should not Aedium (M) | minor p if disclosed. Loss of Once every 2 months)
happen, minor problem if Most Likely, Reputation but can be recovered. Unlikely, Infrequently, Rarely
Medium (M) | disclosed. Loss 2 Medium (M) Probable to 2 , f di E -
Reputation but can be Ocare, (Eg: Once Low (L) ;‘;"‘"‘ ‘;‘:o"i“ matter if disclosed Low (L) | Happens (Eg: Once in 6 months or
recovered. avery 2 manths) mpsctto image. more)
Unlikely,
Infrequently, Rarely
Low (L) Public, does not matter if 1 Low (L) Happens (Eg: 1 TY (1) IMPACT / HARM (1)
disclosed. No impact to Onee in 6 months Rating Description Impact / Harm | Description
Image. or more) of Event |
IMPACT / HARM
INTEGRITY (1) I
| Impact / Harm
Rating Description Points of Event Description Points
Serioius problem, Noticeable problem. Can effect the
m e Medium (M) | service but service can be restored Medium (M) | Significant to damaging harm
High rvice delivery Serious to grave quickly.
9 ':;.’.;,.,& May M:‘ 2 taan ) harm 2 Negligible or minor problem, no
permanent impact on influential or critical effect on the
ICT sevice. Low(t) | yisiness. Can be restored within 2 Low(ty N tomnac ey
ma the mc" Significant hours.
sel to
Medium (M) relefsotap 3 2 Medium (M) ey 2
Nodhli:h or minor
problem, no influential or
Low (L) critical effect on the 1 Low (L) No to minor Harm 1
business. Can be
restored within 2 hours
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Business AVAILABILITY (A) BUSINESS IMPACT (BI)
AVAILABILITY (A) | Impact (8BI) Rating Deseription Impact / Harm | Description
Impact/ Harm
Rating Description Points of Event
High (H) | availability is a real 3 High (H) Serious problem, short outage is
problem. Can o tolerable and can be restored but significant to damaging impact on
ol e W knoec Medium (M) | takes more than 1 day. Small impact Medium (M) business. Penalties may be levied
Serious problem, to Image & Reputation but can be but can be tolerated. Financial loss
omag: is lohrt:' and restored., to Business.
can be restored No or minor problem, extended
Madiin (M) mm‘:ﬁm‘, Z Madksn (M) o outage is tolerable. Outage is only a
RepULtn D ar e L) few hours. No imgact to Irage & Low (L) Negligible Impact on Business.
restored. Reputation.
No or minor plw:'n.
Low (L) tolerable. Outage is only 1 Low (L)
a few hours. No impact
to Image & Reputation
SCORE = (C x | x A SCORE = P x
122 - 243 points
61 - 121 points
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BAHAGIAN B: Kelulusan CADANGAN PINDAAN DOKUMEN ISO
(Diisi oleh PKD / TPKD mengikut skop dokumen ISO)

Peneraju Proses: PUSAT PEMBANGUNAN MAKLUMAT & KOMUNIKASI (iDEC)
Kelulusan Mesyuarat: MESYUARAT JAWATANKUASA KERJA ISMS Kali ke- 2
Tarikh Mesyuarat: 3 MEI 2017
Cadangan Tarikh Kuatkuasa *: 26 MEI 2017

Nota *:

- Tarikh Kuatkuasa merujuk kepada tarikh yang ditetapkan dan sila berhubung dengan PKD sekiranya perlukan tarikh
kuarkuasa lain

- Masukkan Huraian Pindaan Dokumen yang dilampirkan oleh pencadang bersama Borang Cadangan
Pindaan/Tambahan Dokumen.
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